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Introduction

As cyber threats evolve in today’s connected world,
ensuring the security of the software supply chainis
critical. Software Bill of Materials (SBOMs) are vital in
this context. An SBOM is a detailed inventory

of all software components, libraries, and
dependencies in an application. It identifies

and manages potential vulnerabilities, ensures

transparency, and enhances cybersecurity posture.

SBOM s are essential for several reasons:

They provide visibility into software components,
helping organizations identify outdated or
vulnerable libraries that attackers could exploit.

They also facilitate compliance with regulatory
requirements and industry standards, which
increasingly mandate SBOMs for software
security.

SBOMs enable more efficient incident response
and vulnerability management by outlining where
potential issues may lie within the software.

They serve as a building block for boosting one’s
security posture by connecting to automated
mitigation protections, dramatically reducing
the attack surface so you can focus on other

development priorities.

Embedded systems, integral to critical infrastructure,
automotive, medical devices, and industrial control
systems, pose unique cybersecurity challenges. These
systems are hard to maintain and update, and often
run on constrained hardware with limited resources,

making traditional security measures impractical.

Their long lifecycle means they can be used for
decades, during which the threat landscape can
change significantly. Thus, having a detailed and
up-to-date SBOM is crucial for managing and
mitigating long-term risks.

Creating and utilizing SBOMs for embedded systems
involves addressing specific challenges. The process
must account for the limited computational power
and memory of these devices while ensuring SBOMs
remain comprehensive and actionable. Given the
critical nature of the applications they support,

any vulnerabilities in embedded systems can have
severe consequences, making SBOM accuracy and

completeness vital.

This guide provides an in-depth understanding

of how to create and use SBOMs effectively to
enhance cybersecurity, focusing on embedded
systems’ unique requirements. Leveraging SBOMs
helps organizations improve their security posture,
ensuring the reliability and safety of their software

and systems.
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Understanding Embedded Systems
and Their Security Needs

Embedded systems are specialized computing
systems designed to perform dedicated functions
within larger mechanical or electronic systems.
Unlike general-purpose computers, embedded
systems are typically resourceconstrained, operating
with limited processing power, memory, and storage.
These systems are integral to the functionality and
safety of modern technology.

CHARACTERISTICS OF EMBEDDED
SYSTEMS

Embedded systems are distinguished by their
real-time operation, reliability, and dedicated
functionality. They often run on microcontrollers or
microprocessors with specific software tailored to
their tasks. Because they are embedded into larger
systems, they must operate continuously and
reliably, often without direct human intervention.
This continuous operation makes them particularly
susceptible to longterm security vulnerabilities if not
properly managed.

COMMON VULNERABILITIES IN
EMBEDDED SYSTEMS

Embedded systems are vulnerable to various
security threats due to their connectivity and long
lifecycle.

Common vulnerabilities include:

o Outdated software: Embedded systems often
run outdated software that lacks recent security

patches, making them easy targets for attackers.

e Weak authentication and authorization: Many
embedded systems use weak or default passwords,
making unauthorized access straightforward.

¢ Insufficient encryption: Data transmitted by
embedded systems may not be adequately

encrypted, exposing sensitive information.

e Limited security measures: The
resourceconstrained nature of these systems
means they often lack advanced security features
found in more robust computing environments.

¢ Run time protection: These devices are vulnerable

to memory-based attacks at run time that could

disrupt operations and take down infrastructure.
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o Efficient incident response: With an SBOM,
organizations can quickly pinpoint and address
vulnerabilities, enhancing incident response and

reducing downtime.

¢ Lifecycle management: SBOMs facilitate
ongoing maintenance and security management
throughout the long lifecycle of embedded
systems, adapting to evolving threat landscapes.

Incorporating SBOMs into the management of
embedded systems enhances their security posture,

ensuring these critical components remain safe and

reliable throughout their operational lives.

WHY SBOMS ARE CRUCIAL FOR
EMBEDDED SYSTEMS

Software Bill of Materials (SBOMs) are critical for
embedded systems due to their unique vulnerabilities
and the high stakes of their operational contexts.
SBOMs are crucial for several reasons:

¢ Visibility and transparency: SBOMs offer clear
visibility into the software components, helping
identify outdated or vulnerable libraries that need

updates or patches.

¢ |dentify vulnerabilities: SBOMs make it easy to
identify and resolve vulnerabilities in your code.

¢ Regulatory compliance: Increasingly, regulatory
bodies and industry standards require SBOMs to
ensure the security and reliability of embedded
systems.
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Components of an SBOM for

Embedded Systems

An SBOM should detail every software component
and dependency used within the system, offering
transparency and a clear roadmap for managing
potential vulnerabilities.

Below is a detailed breakdown of what should be
included in an SBOM for embedded systems and the

importance of each component.

COMPONENT IDENTIFICATION

Component name: Each software component must
be uniquely identified by name. For embedded
systems, this includes firmware, operating systems,
middleware, and application software. Knowing the
precise component names helps in tracking and
updating specific parts.

Version information: Detailed version information
is critical. For example, knowing the version of the
real-time operating system (RTOS) used in a medical
device can help determine if it has any known
vulnerabilities that need to be addressed.

In an embedded software system for healthcare,
knowing the exact firmware version can mean

the difference between a secure device and one
vulnerable to attack. For example, a specific version
of an infusion pump firmware might be susceptible to
remote code execution.

SUPPLIER INFORMATION

Manufacturer or supplier name: Identifying

the source of each component is vital. For embedded
systems, which often rely on thirdparty software, this
helps in ensuring that the components meet security
standards and are maintained properly.

Contact information: Including supplier contact
details facilitates quick communication in case
vulnerabilities are discovered.

For critical infrastructure, like a smart grid, knowing
the supplier allows for quick responses to threats.

If a particular HMI (Human Machine Interface)
manufacturer releases a security update, having

supplier details ensures prompt implementation.

DEPENDENCY RELATIONSHIPS

Direct dependencies: These are the libraries and
components directly used by the software. For
instance, an embedded system in an automotive
application might directly depend on cryptographic

libraries.

A COMPREHENSIVE GUIDE TO CREATING AND UTILIZING SBOMS

RunSafe

Security  toR ENHANCED CYBERSECURITY RISKS




Transitive dependencies: These are the dependencies
of the dependencies. Understanding this relationship
helps identify indirect vulnerabilities that may affect
the system.

An automotive embedded system might use a third
party navigation library that, in turn, relies on another
library for GPS data parsing. Understanding these
relationships helps identify the weakest link in the
security chain.

INTEGRITY AND HASHES

Cryptographic hashes: Providing a cryptographic
hash for each component ensures integrity and
authenticity. For embedded systemes, this is crucial for
verifying that the software has not been tampered
with, especially in critical applications like industrial
control systems.

In industrial control systems, ensuring the integrity of
SCADA (Supervisory Control and Data Acquisition)
software is essential. Cryptographic hashes can
confirm that the software has not been altered by

malicious actors.

LICENSING INFORMATION

License type: Documenting the licensing of each
component is essential for compliance. Many
embedded systems use open-source components, and
understanding their licenses can prevent legal and
operational issues.

An embedded system in a consumer device might use
open-source software under General Public License
(GPL). Proper documentation prevents legal issues
that could arise from non-compliance with license
terms.

VULNERABILITY INFORMATION

Known vulnerabilities: Each component should
include information on known vulnerabilities. For
instance, if an embedded system uses a specific
version of an SSL/TLS library known to have a
vulnerability, this information must be included for
timely mitigation.

Patch history: Documenting past vulnerabilities and
patches helps assess the current security posture and
plan future updates.

In medical devices, knowing that a certain software
component has a buffer overflow vulnerability allows
for preemptive measures to be taken before any
exploit can affect patient safety.

By comprehensively documenting these components,
an SBOM enhances security by providing clear,
actionable information. This enables effective
vulnerability management, and compliance with
regulations, and ensures the integrity and reliability
of embedded systems.
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Creating SBOMs for Embedded
Systems

Here’s a step-by-step guide on generating

SBOMs, tools, and technologies that can assist

in their creation, and best practices for ensuring

completeness and accuracy.

HOW TO GENERATE SBOMS

RunSafe

Identify components: Start by cataloging

all software components, libraries, and
dependencies used in the embedded system.
This includes operating systems, middleware,
application software, and firmware.

Record component details: Record detailed
information for each component, including name,
version, and supplier.

List direct dependencies: List all libraries and
modules directly used by the software.

List transitive dependencies: Identify
dependencies of dependencies to ensure
comprehensive coverage.

Generate cryptographic hashes: Generate
cryptographic hashes for each component to
verify integrity.

Document licensing information: Document the
licensing terms for each component to ensure
legal compliance.

Include known vulnerabilities: Integrate data on
known vulnerabilities for each component.

Add patch history: Include a history of patches
and updates to track the security status over
time.

Choose format: Choose a standardized format
for the SBOM, such as SPDX (Software Package
Data Exchange) or CycloneDX.

10. Generate report: Compile the collected data into
the chosen format, ensuring it is accessible and
readable.

SBOM TOOLS AND
TECHNOLOGIES

To effectively create and manage SBOMs, various
SBOM tools and technologies are available to

streamline the process and ensure accuracy.

Dependency scanners: SBOM tools like OWASP
Dependency-Check and Synopsy Black Duck
can automatically identify and document
dependencies in your software.

SBOM generators: Use SBOM tools such as SPDX
Tools and RunSafe Security Platform which uses
CycloneDX CLI to generate standardized SBOMs.

Vulnerability databases: Integrate with databases
like the National Vulnerability Database (NVD) to
gather vulnerability information for components.
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BEST PRACTICES WHEN CREATING ¢ Ensure comprehensive coverage: Ensure that the
SBOMS SBOM covers all aspects of the embedded system,

including hardwarespecific firmware and third-

party libraries.

» Use automated scanning tools: Utilize . . .
¢ Monitor and update continuously: Establish a
automated tools to scan codebases and detect all . o .
. . . process for continuous monitoring and updating
dependencies accurately. This reduces the risk of o
o of the SBOM to address new vulnerabilities and
manual errors and omissions.
component updates promptly.

e Make regular updates: Maintain and update

the SBOM regularly to reflect any changes in . . .
. By following these steps, leveraging the right tools,
the software components, dependencies, and . . o
L and adhering to best practices, your organization
vulnerabilities. .
can create accurate and comprehensive SBOMs for

¢ Implement verification and validation: Implement their embedded systems. This proactive approach

a verification process to check the integrity and significantly enhances cybersecurity by providing

accuracy of the SBOM. Cryptographic hashes visibility into software components and their

and digital signatures can be used to ensure data vulnerabilities, ultimately leading to more secure

integrity. and resilient embedded systems.
¢ Use standardized formats: Use standardized

SBOM formats like SPDX or CycloneDX to ensure

interoperability and ease of use across different

platforms and tools.
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Integrating SBOMs into Embedded
Systems Development

This section details how to effectively incorporate
SBOMs from the initial development phases through

ongoing maintenance.

INCORPORATING SBOMS INTO
THE DEVELOPMENT LIFECYCLE

Planning phase: Establish the need for SBOMs in
your project requirements, specifying formats (such
as SPDX or CycloneDX) and the necessary level of
detail. Choose appropriate tools for generating and
managing SBOMs, such as SPDX tools, CycloneDX
CLI, and dependency scanners like OWASP
Dependency-Check.

Design phase: Document all software components,
libraries, and dependencies during the design phase,
recording each component’s version and source
accurately. Perform risk assessments to identify
potential vulnerabilities associated with selected
components using resources like the National
Vulnerability Database (NVD).

Development phase: Integrate SBOM generation
tools into the build process, ensuring consistent and
accurate SBOMs with each build. Incorporate SBOM
checks into your CI/CD pipeline to automatically
verify component integrity and security during

development.

Testing phase: Use the SBOM to guide security
testing efforts, focusing on known vulnerabilities
identified in the SBOM and ensuring they are
addressed before release.

Verify that the SBOM meets all regulatory and
compliance requirements specific to the embedded
systems industry.

STRATEGIES FOR MAINTAINING
SBOMS THROUGHOUT SOFTWARE
UPDATES AND PATCHES

Use version control: Maintain versioncontrolled
SBOM s to track changes in software components
over time, identifying when and where a component
was introduced or updated. Ensure SBOMs are
updated with each software patch or update, adding

new components and removing deprecated ones.

Implement automated monitoring: Continuously
monitor software components for new vulnerabilities,
integrating with vulnerability databases for real-time
updates and alerts. Set up alert mechanisms to notify
development and security teams of critical

vulnerabilities requiring immediate attention.

Update documentation and reports
regularly: Keep detailed records of SBOMs
for each software release, crucial for audits
and compliance checks. Conduct regular
audits of SBOMs to ensure accuracy and
completeness, using these audits to identify
gaps and improve the SBOM generation

process.
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Case Studies on Successful
Integrations

Automotive Industry

GM has integrated SBOMs into their development
process, significantly reducing the time needed to
identify and mitigate vulnerabilities. Automating

SBOM generation and integrating it with their
CICD pipeline resulted in a higher level of security
and compliance with ISO 26262 standards.

Medical Devices

Medtronic, a medical device company, successfully
integrated SBOMs into their embedded systems
development. Maintaining up-to-date SBOMs and
continuously monitoring for vulnerabilities ensured
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their devices remained secure throughout their
lifecycle, accelerating FDA approval processes.
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Using SBOMs to Enhance Security in

Embedded Systems

Integrating Software Bill of Materials (SBOMs) into
embedded systems development is essential for
effective vulnerability management, risk assessment,
and incident response. Here’s how to leverage
SBOMs throughout these processes.

UTILIZING SBOMS FOR
VULNERABILITY MANAGEMENT
AND RISK ASSESSMENT

SBOM s provide a detailed inventory of all software
components within an embedded system, which is
crucial for identifying and managing vulnerabilities.

SBOMs list all software components, including
third-party libraries and dependencies. This
inventory enables security teams to crossreference
components with vulnerability databases like the
National Vulnerability Database (NVD) to identify

known vulnerabilities.

By understanding the specific components and their
associated vulnerabilities, teams can prioritize risks
based on severity, exploitability, and impact on the
system. SBOMs help in assessing the potential impact
of vulnerabilities on the overall system, considering
factors such as the criticality of the affected
components and their role in the embedded system'’s

functionality.

TECHNIQUES FOR TRACKING AND
MITIGATING RISKS USING SBOM
DATA

Implement continuous monitoring: Use automated
tools to continuously monitor components listed in
the SBOM against updated vulnerability databases.
Tools like OWASP Dependency-Check can automate
this process, providing real-time alerts for new
vulnerabilities. Ensure SBOMs are regularly updated
with each software release, patch, or update to

maintain an accurate component inventory.

Mitigation strategies: Use SBOM datato

track vulnerable components and apply patches
promptly, or protect the memory of software so an
unpatched vulnerability cannot be exploited. The
SBOM'’s detailed information helps locate the exact

versions and configurations that require updates.

When patches are unavailable, SBOMs can assist in
finding alternative solutions, such as using different
components or implementing additional security
controls to mitigate risks.
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EXAMPLES OF LEVERAGING SBOMS TO
RESPOND TO SECURITY INCIDENTS

Incident Response

During a security incident, SBOMs enable quick
identification of all potentially affected components,
allowing teams to focus their investigation and
response efforts efficiently. By knowing the exact
components and their interdependencies, teams can
isolate and contain the affected parts of the system to
prevent further compromise

Example: Automotive Industry

An automotive company faced a security breach
involving their in-vehicle infotainment system. Using
their SBOM, they quickly identified the vulnerable
library that was exploited and isolated the affected
system. The SBOM also facilitated a swift patch
deployment, minimizing downtime and restoring

system integrity.

Example: Medical Devices

A medical device manufacturer experienced a zero-
day vulnerability in a critical device. With an up-to-
date SBOM, the security team identified the specific
component at risk and coordinated with suppliers
to develop and deploy a patch, ensuring continued

HEART RATE [
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Compliance and Regulatory
Considerations

The regulatory landscape for embedded systems FDA Guidance for Medical Devices: The U.S. Food

is becoming increasingly stringent, with various and Drug Administration (FDA) requires medical

international standards and guidelines emphasizing device manufacturers to provide an SBOM as

the need for robust cybersecurity measures. SBOMs part of their premarket submissions to ensure the

are pivotal in meeting these requirements as they cybersecurity of devices.

provide transparency and traceability of software

components. EU Cybersecurity Act: This act establishes a
framework for cybersecurity certification of ICT

U.S. Executive Order 14028: Issued in May products, services, and processes, where SBOMs

2021, this executive order on improving the play a crucial role in demonstrating compliance with

nation’s cybersecurity mandates that vendors cybersecurity standards.

providing software to the federal government must
furnish SBOMs to enhance supply chain security.

NIST Guidelines: The National Institute of
Standards and Technology (NIST) provides
guidelines on managing software supply chain
security risks. NIST SP 800-161 emphasizes the
importance of SBOMs in identifying and mitigating
supply chain risks.
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USING SBOMS TO COMPLY WITH
INTERNATIONAL STANDARDS
AND REGULATIONS

An SBOM should list all software components,
including proprietary, open-source, and third-party
libraries. This detailed inventory helps in meeting
regulatory requirements by providing a clear map of
the software supply chain.

Maintain an up-to-date SBOM to reflect

changes due to updates, patches, and new

software integrations. Regularly updating the SBOM
ensures ongoing compliance with dynamic regulatory

requirements.

Use SBOMs to conduct regular risk assessments
and identify vulnerabilities. This proactive approach
aligns with standards like ISO/IEC 27001, which

emphasizes continuous risk management.

Embed SBOM generation into the CI/CD pipeline.
This integration ensures that every software release
is accompanied by an accurate and updated SBOM,
facilitating compliance with security and regulatory
standards.

PREPARING FOR AUDITS AND
DEMONSTRATING COMPLIANCE
USING SBOMS

An SBOM serves as documented evidence of
compliance with regulatory requirements. It

gives auditors a transparent view of the software
components and their respective security statuses.
An SBOM ensures the traceability of software
components, making it easier to demonstrate
accountability during audits. This traceability is
crucial for standards like ISO 26262 in automotive
safety and IEC 62443 for industrial control systems.

Regularly review and audit SBOMs internally to
ensure they are comprehensive and up-todate. This
internal audit process helps identify and rectify gaps
before external audits. Use SBOMs to generate
reports that communicate the security posture

of embedded systems to stakeholders, including
regulatory bodies. These reports should highlight how
identified vulnerabilities are managed and mitigated.

Example: Medical Devices Compliance

A medical device manufacturer successfully
integrated SBOMs into their development

process to comply with FDA guidelines. By
maintaining comprehensive SBOMs, they

provided clear evidence of the software
components used in their devices, facilitated faster
premarket approval processes, and demonstrated
their commitment to cybersecurity, ensuring patient

safety and regulatory compliance.
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Challenges in Managing SBOMs for

Embedded Systems

Resource constraints: Embedded systems often run
on hardware with limited computational power and
memory, making it challenging to create and maintain
comprehensive SBOMs without impacting system

performance.

Complex dependencies: Furthermore, embedded
systems can have complex and deeply nested
dependencies, including proprietary, open-source,
and third-party components. Tracking these
dependencies accurately is a significant challenge.

Legacy systems: Many embedded systems have long
lifecycles, often extending over decades. These legacy
systems may lack modern tooling and infrastructure
support, complicating the generation and updating of
SBOMs.

Proprietary software: The use of proprietary
software in embedded systems can make it difficult to
obtain a detailed SBOM, as vendors may not disclose
all components and dependencies.

Security and compliance: Ensuring that SBOMs are
continuously updated to reflect the latest security
patches and compliance requirements is a persistent
challenge, especially given the fast-paced nature of
cybersecurity threats.

SOLUTIONS AND WORKAROUNDS
FOR THESE CHALLENGES

Use automated tools: Automated tools such as
RunSafe Security Platform which generates a
CycloneDX file to generate and maintain SBOMs
efficiently. These tools can help overcome resource
constraints by automating the identification and
documentation of software components.

Make incremental updates: Implement incremental
updates to the SBOM rather than generating it from
scratch for each update. This approach can reduce the
overhead onm limited system resources and ensure
that SBOMs remain current without significant
performance impacts.

Use a hybrid approach: Combine manual and
automated techniques to manage complex
dependencies. Automated tools can handle the bulk
of the work, while manual reviews can ensure the
accuracy and completeness of the SBOM, especially
for proprietary components.

Integrate with CI/CD pipelines: Integrate SBOM
generation into continuous integration and
continuous deployment (CI/CD) pipelines. This
ensures that SBOMs are automatically updated
with each build and deployment, maintaining their

accuracy over time.
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Collaborate with vendors: Finally, work closely with
software vendors to obtain detailed information
about proprietary components. Establishing strong
partnerships can facilitate better transparency and
more comprehensive SBOMs.

FUTURE TRENDS IN SBOM
MANAGEMENT FOR EMBEDDED
SYSTEMS

As the landscape of cybersecurity continues to
evolve, future trends in SBOM management for
embedded systems will focus on leveraging advanced
technologies and standardization to enhance security
and efficiency.

Advanced automation: The future will see more
advanced automation tools that can handle the
complexity and resource constraints of embedded
systems more efficiently. Machine learning and Al-
based solutions could play a significant role in this

evolution.

Standardization: As SBOMs become a critical
component of cybersecurity, there will be a push
towards greater standardization. Standards such

as SPDX (Software Package Data Exchange) and
CycloneDX will likely become more widely adopted,
making it easier to generate and manage SBOMs
across different platforms.

Blockchain integration: Blockchain
technology may be used to enhance the
integrity and traceability of SBOMs. By

recording SBOM data on a blockchain,
organizations can ensure that the information

remains tamper-proof and transparent.

Real-time updates: Future SBOM management

tools will likely support realtime updates, providing
immediate insights into new vulnerabilities and
patches. This will be crucial for maintaining security in
the fast-evolving threat landscape of embedded
systems.

Regulatory support: With increasing regulatory focus
on cybersecurity, there will be more support and
guidelines for SBOM management. Governments and
industry bodies will likely provide more resources and
frameworks to help organizations comply with
regulations efficiently.
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Conclusion

Integrating SBOMs into embedded systems
development brings numerous benefits. SBOMs
provide detailed visibility into software components,
enabling efficient vulnerability management and
compliance with regulatory requirements. They
enhance transparency and facilitate a proactive
approach to cybersecurity, significantly reducing the
risk of exploitation in critical systems.

Adopting SBOMs as part of a proactive cybersecurity
strategy is crucial. They not only help identify

and mitigate potential vulnerabilities but also
streamline the process of software updates and
patches, ensuring that embedded systems remain
secure throughout their lifecycle. By maintaining
comprehensive and up-to-date SBOMs, organizations
can better manage risks, respond to security incidents
more effectively, and demonstrate compliance with
industry standards.

As SBOM practices and technologies continue to
evolve, it is essential to stay informed about emerging
trends and innovations. Advanced automation,
standardization, blockchain integration, and

real-time updates are poised to revolutionize SBOM
management, making it more robust and efficient.
Embracing these advancements will further enhance
the security of embedded systems, ensuring their
reliability and safety in an increasingly connected
world.

By leveraging SBOMs, organizations can fortify their
cybersecurity posture, protect sensitive data, and
ensure the integrity of their embedded systems,
ultimately contributing to a more secure and resilient
technological ecosystem.
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ABOUT RUNSAFE SECURITY, INC.

RunSafe Security is the pioneer of a unique cyberhardening
technology designed to disrupt attackers and protect vulnerable
embedded systems and devices. With the ability to make each
device functionally identical but logically unique, RunSafe Security
renders threats inert by eliminating attack vectors, significantly
reducing vulnerabilities, and denying malware the uniformity
required to propagate. Based in McLean, Virginia, with an office
in Huntsville, Alabama, RunSafe Security’s customers span

the Industrial Internet of Things (IloT), critical infrastructure,
automotive, and national security industries.
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