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EstateSpace Enhances SOC2
Compliance and Security with
RunSafe’s Proactive Protections

“With RunSafe’s solution, I can

confidently tell our clients they @
have the most cutting-edge security
protecting their sensitive data.” Industry

. Financial Technology
- Jonathan Fishbeck, CEO, EstateSpace

Overview
Key features

EstateSpace, a leading provider of Saa$ asset management
solutions, sought to enhance the security of its application
infrastructure built on open-source software. By partnering
with RunSafe, EstateSpace aimed to increase SOC2
compliance, improve the security posture for its high-net-

e Automated mitigation
e Reduced attack surfaces
Seamless Integration with CI/CD

worth customers, and differentiate itself with advanced plpelln.es . .
security protections. e Proactive protection against zero
day threats

Challenge

EstateSpace faced several significant challenges. Their underlying infrastructure, built on open-source software, posed
security risks that needed addressing without hindering the development team’s productivity. Also, to meet the security
requirements of high-net-worth clients, EstateSpace needed to bolster its SOC2 compliance. Finally, EstateSpace operates in
a fast-paced environment, requiring security solutions that integrate seamlessly without disrupting the continuous delivery
of new features.
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Solution

EstateSpace integrated RunSafe’s proactive protections ' 1
into its IT infrastructure. By hardening the open-source ‘
software underlying their SaaS product, RunSafe’s |_
solutions significantly reduced the risk of vulnerabilities.

The integration process was simple, involving pointing

deployment scripts to RunSafe’s container registry

instead of public repositories. This enabled EstateSpace

to deploy pre-hardened Node.js and NGINX images .
quickly, ensuring robust security without impacting

application performance or functionality. -

estatespace

About EstateSpace 0

EstateSpace is at the forefront of financial
technology, offering a market-leading SaaS asset
management platform. EstateSpace empowers
families, individuals, and businesses to manage
their portfolios of physical assets as efficiently
as their financial investments. With a focus on
innovation and security, EstateSpace delivers
solutions that meet the highest standards of
data protection and operational efficiency.

[ Results
SECURITY

The collaboration with RunSafe resulted in substantial

benefits for EstateSpace:

About RunSafe

Improved security posture:

RunSafe Security is the pioneer of a unique RunSafe’s proactive

cyberhardening technology designed to disrupt
attackers and protect vulnerable embedded
systems and devices. With the ability to make
each device functionally identical but logically
unique, RunSafe Security renders threats inert
by eliminating attack vectors, significantly
reducing vulnerabilities, and denying malware
the uniformity required to propagate. Based in
McLean, Virginia, with an office in Huntsville,
Alabama, RunSafe Security’s customers span
the Industrial Internet of Things (IIoT), critical
infrastructure, automotive, and national security
industries.
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protections significantly
reduced the risk
of vulnerabilities,
enhancing the overall
security of EstateSpace’s
infrastructure.

Operational efficiency:
The seamless integration
allowed developers
to focus on writing
application code without
worrying about underlying
vulnerabilities, maintaining
rapid development cycles.

Increased compliance:
EstateSpace achieved
higher SOC2 compliance,
ensuring the safety and
integrity of high-net-
worth customer data.

Market differentiation:
Advanced security features
provided by RunSafe helped

EstateSpace stand out in
the market, offering clients
enhanced protection for
their valuable data.




